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/**
*/*Submitted‘ for verification at Etherscan.io on 2020-09-27

// File: contracts/upgradeability/Proxy.sol

pragma solidity 0.6.12;// knownsec 75 E971F 7/
/**
* @notice Implements delegation of calls to other contracts, with proper
* forwarding of return values and bubbling of failures.
*It defines a fallback function that delegates all calls to the address
* returned by the abstract _implementation() internal function.
* ?dev or from https.//github.com/zeppelinos/zos-
Zil;/}l\)/}oggal 6ef3adl7ec7430e3a9d2b5e3f39b8204f8c8d/contracts/upgradeability/Proxy.sol
odifications:
Z/I, Reformat and conform to Solidity 0.6 syntax (5/13/20)

abstrafi contract Proxy {

* @dev Fallback function.
: ‘mplemented entirely in ~_fallback’.

allback() external payable
f a?lback(); pay {
B

/* *
:/@retum The Address of the implementation.

function _implementation() internal virtual view returns.(address);

Jxx
* %dev Delegates execution to an implementation contract.
* This is a low level function that doesn't.return to its internal call site.
* [t will return to the external caller whatever the implementation returns.
:/@param implementation Address to delegate.

function _delegate(address implementation).internal {//knownsec 721X
assemblg {
// Copy msg.data. We take full control o memog} in this inline assembly
// block because it will not return to Solidity code. We overwrite the
// Solidity scratch pad atmemory position 0.
calldatacopy(0, 0, calldatasize(%

// Call the implementation.
// out and outsize are 0 because we don't know the size yet.
let result := delegatecall(

gas(), .

implementation,

czzlldatasize(),

g

0
)

// Copy the returned data.
returndatacopy(0, 0, returndatasize())

switch result
// delegatecall returns 0 on error.
case 0
revert(0, returndatasize())

default {
return(0, returndatasize())

5 }

Jxx

* @dev Function that is run as the first thing in the fallback function.
* Can be redefined in derived contracts to add functionality.
:/Redeﬁnitions must call super._willFallback().

Sfunction _willFallback() internal virtual {}

-20-
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/* %
?dev fallback implementation.

%
I xtracted to enable manual triggering.

/
unction _fallback() internal
% 7wilf;“allbac )() {

“delegate(_implementation());

/
// File: @openzeppelin/contracts/utils/Address.sol

pragma solidity "0.6.2;// knownsec 159 1F #5HAN
/**
:/@dev Collection of functions related to the address type

libra% :Iddress {

* @dev Returns true if “account’ is a contract.
i !

* [t is unsafe to assume that an address for which this function returns
Z false is an externally-owned account (EOA) and not a contract.

* Among others, “isContract” will return false for the following

: types of addresses:

* - an externally-owned account

* - q contract in construction

* - an address where a contract will be created

* - an address where a contract lived, but was destroyed
EJ——

*/

Sfunction isContract(address account) internal view returns (bool) {
// According to EIP-1052, 0x0 is the value returned for not-yet created accounts
// and Oxc5d2460186f7233c927e7db2dcc703c0e500b653ca82273b7bfad8045d85a470 is returned
// for accounts without code, i.e. “keccak256(")"
bytes32 codehash;
bytes32 accountHash = 0xc5d2460186f7233c927e7db2dcc703c0e500b653ca82273b7bfad8045d85a470;
// solhint-disable-next-line no-inline-assembly
assembly { codehash := extcodehash(account) }!
return (cyodehash = accountHash && codehash != 0x0);

Jxx
* @dev Replacemenﬁlfor Solidity's “transfer’: sends ‘amount” wei to
: ‘recipient’, forwarding all available gas and reverting on errors.

* hitps://eips.ethereum:org/EIPS/eip-1884/EIP1884] increases the gas cost
* ojé?ertain opcodes, possibllcy making contracts go over the 2300 gas limit
* imposed by ‘tranger \, making themunable to receive funds via

: ‘transfer’. {sendValue} removes this limitation.

: https://diligence.consensys.net/posts/2019/09/stop-using-soliditys-transfer-now/[Learn more].

* IMPORTANT: because control is Zransbferred to ‘recipient’, care must be
* taken to-not create reentrancy vulnerabilities. Consider using
* {ReentrancyGuard} or the
* https://solidity.readthedocs.io/en/v0.5. 11/security-considerations. html#use-the-checks-effects-interactions-
patter}zk 4 checks-effects-interactions pattern].

Sfunction sendValue(address payable recipient, uint256 amount) internal é// knownsec I
require(address(this).balance >= amount, "Address: insufficient balance");

// solhint-disable-next-line avoid-low-level-calls, avoid-call-value ‘ ) B
o (l;qogésuccess, ) = recipient.call{ value: amount }(""),// knownsec F/] call U, call IR, AU 7
2L require 1247

require(success, "Address: unable to send value, recipient may have reverted");

Voo

* @dev Performs a Solidity function call using a low level “call’. A
* plain’call” is an unsafe replacement for a function call: use this
: function instead.

*If ‘target’ reverts with a revert reason, it is bubbled up by this
: Jfunction (like regular Solidity function calls).

* Returns the raw returned data. To convert to the expected return value,
use  https://solidity.readthedocs.io/en/latest/units-and-global-variables. html? highlight=abi.decodettabi-
encodigg—and—decoding—ﬁmctions[ ‘abi.decode’].

* Requirements:

-21-
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*

* - “target” must be a contract.
:— calling ‘target’ with ‘data’ must not revert.

*  Available since v3.1.
*

function functionCall(address target, bytes memory data) internal returns (bytes memory) {
return functionCall(000, data, "Address: low-level call failed"),

/* %
* @dev Same as {xref-Address-functionCall-address-bytes-}[ functionCall'], but with
: errorMessage " as a fallback revert reason when ‘target’ reverts.

*  Available since v3.1.
*

fun)ct{ionfunctionCall(address target, bytes memory data, string memory errorMessage) internal returns (bytes
memory,
return _functionCallWithValue(target, data, 0, errorMessage);

/* %
* ?dev Same as {xref-Address-functionCall-address-bytes-}[ functionCall ],
Z ut also transferring ‘value wei to “target.

: Requirements:

*_ the callir[zf contract must have an ETH balance of at least “value".
: - the called Solidity function must be ‘payable .

* Available since v3.1.
*

fun)ct;on functionCallWithValue(address target, bytes memory data, uint256 value) internal returns (bytes
memory,
return functionCallWithValue(target, data, value, "Address: low-level call with value failed");

/* k
*@dev Same as {xref-Address-functionCallWithValue-address-bytes-uint256- [ functionCallWithValue ], but
: with “errorMessage’ as a fallback revert reason when ‘target reverts.

* Available since v3.1. _
*

function functionCallWithValue(address target, bytes  memory data, uint256 value, string memory
errorMessage) internal returns Zbytes memory) {
require(address(this).balance >= value, "Address: insufficient balance for call”);
return _functionCallWithValue(target, data, value, errorMessage);

Sfunction _functionCallWithValue(address target, bytes. memory data, uint256 weiValue, string memory
errorMessage) private returns (bytes memory) {
require(isContract(target), "Address: call to non-contract”);

// solhint-disable-next-line avoid-low-level-calls
(bool success, bytes memory returndata) = target.call{ value: weiValue }(data);
if (success){

return returndata;
Jelse

// Look for revert reason and bubble it up if present

if (returndata.length > 0)

// The easiest way to bubble the revert reason is using memory via assembly

// solhint-disable-next-line no-inline-assembly
assembly {
let returndata_size := mload(returndata)
revert(add(32, returndata), returndata_size)

Jelse {
revert(errorMessage);

/
/
/

// File: contracts/upgradeability/Upgradeability Proxy.sol

pragma solidity 0.6.12;

Voo

* @notice This contract implements a proicly that allows to change the
* implementation address to which it will delegate.

* Such a change is called an implementation upgrade.

* @dev Forked from https://github.com/zeppelinos/zos-

-22-
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/ il;/llty/;og/ﬁal 6ef3adl7ec7430e3a9d2b5e3f39b8204f8c8d/contracts/upgradeability/UpgradeabilityProxy.sol
odifications:
* . Reformat, conform to Solidity 0.6 syntax, and add error messages (5/13/20)
I/Z. Use Address utility library from the latest OpenZeppelin (5/13/20)

contr/szci UpgradeabilityProxy is Proxy {

* @dev Emitted when the implementation is upgraded.
: param implementation Address of the new implementation.

event Upgraded(address implementation);

/* %
* (@dev Storage slot with the address of the current implementation.
* This is the keccak-256 hash of "org.zeppelinos.proxy.implementation”, and is
: validated in the constructor.

bytes32
private constant IMPLEMENTATION _SLOT =
0x7050c9e0f4ca769c69bd3a8ef740bc37934f8e2c036e5a723fd8ee048ed3f8c3;

/**

* @dev Contract constructor.
Z param implementationContract Address of the initial implementation.

constructor(address implementationContract) public {
assertx/,

IMPLEMENTATION SLOT ==
keccak256("org.zeppelinos.proxy.implementation”)

),‘

_setImplementation(implementationContract);

/* k
* @dev Returns the current implementation.
:/ return impl Address of the current implementation

Sfunction _implementation() internal override view'returns (address impl) {
bytes32 slot = IMPLEMENTATION _SLOT;
assembly { o )
impl := sload(slot)//knownsec PRI % X[ storagen'’’ IMPLEMENTATION SLOT /9 value

}

Jxx
* @dev Upgrades the proxy to-anew implementation.
:/ \param newlmplementation Address of the new implementation.

Sfunction up%radeTo(address newlmplementation) internal {
_setlmplementation(newlmplementation);
emit Upgraded(newlmplementation);

Yok

* @dev Sets the implementation address of the proxy.
: )param newlmplementation Address of the new implementation.

Junction _setImplementation(address newlmplementation) private {
require
Address.isContract(newlmplementation),
"Cannot.set a proxyimplementation to a non-contract address"

bytes32 slot = IMPLEMENTATION SLOT;

assembly { )
sstore(slot, newlmplementation)// iy 1 storage # slot (& 79 newlmplementation

/
/

// File: contracts/upgradeability/AdminUpgradeability Proxy.sol
pragma solidity 0.6.12;

Jxx
* @notice This contract combines an upgradeability proxy with an authorization

* mechanism for administrative tasks.
* ?dev Forked from https://%gthub. com/zeppelinos/zos-
lil;/j{)/;og/ﬁal 6ef3adl7ec7430e3a9d2b5e3f39b8204f8c8d/contracts/upgradeability/AdminUpgradeabilityProxy.sol
odifications:
* |. Reformat, conform to Solidity 0.6 syntax, and add error messages §5/1 3/20)
:/2. Remove ifAdmin modifier from admin() and implementation() (5/13/20)

contract AdminUpgradeabilityProxy is UpgradeabilityProxy {
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/**
* @dev Emitted when the administration has been transferred.
* @param previousAdmin Address of the previous admin.

I )param newAdmin Address of the new admin.

event AdminChanged(address previousAdmin, address newAdmin);

/**
* %dev Storage slot with the admin of the contract.
* This is the keccak-256 hash of "org.zeppelinos.proxy.admin”, and is
: validated in the constructor.

bytes32
private constant ADMIN SLOT =
0x10d6a54a4754c8869d6886b5f5d7fbfa5b4522237ea5c60d11bcde7alff9390b,// knownsec ADMIN SLOT /f1E /i
JE(bytes32)keccak256("org.zeppelinos.proxy.admin”)
/**
* @dev Modifier to check whether the ‘msg.sender is the admin.
*[f it is, it will run the function. Otherwise, it will delegate the call
I/to the implementation.
modifier ifAdmin() {//knownsec FE %% admin
if (msg.sender == _admin()) {

Jelse
_fallback();// [F1iE

/
/**
* @dev Contract constructor.

* [t sets the “msg.sender” as the proxy administrator.
I @param implementationContract address of the initial implementation:

constmzthr(address implementationContract)
ublic
%pgradeabilityProxy(implementationContract)
assert(ADMIN SLOT == keccak256("org zeppelinos.proxy.admin"));//  knownsec i
org.zeppelinos.proxy.admin /}] hash256 5 ADMIN S| O;g/ﬁfi’]

// knownsec ADMIN SLOT }91H {2 (bytes32 )k@eeak?256( "are.zeppelinos.proxy.admin”) i o
: _setAdmin(msg.sender);// knownsec” WG UM% B A i, JADMIN SLOT A 2020 A 2782 1714

o

B

/
Vioko

:/@return The address of the proxy admin.

function admin() external view returns (address) {// knownsec 4B admin
return _admin();

Jxx
:/@return The address of the implementation.

function implementation() external view returns (address) {
return _implementation();

/%
* @dev Changes.the admin of the proxy.
* gnly the current admin_can call this function.
* @param newAdmin Address to transfer proxy administration to.
*/
__ function changeAdmin(address newAdmin) external ifAdmin {// knownsec FEEIIEES, S) 0. ifAdmin
fk‘g& BESES ,/L///Jf/lé A _admin
require(
newAdmin != address(0),
"Cannot change the admin of a proxy to the zero address"

)i
emit AdminChanged(_admin(), newAdmin);
_setAdmin(newAdmin);

Jxx
: gdev Upgrade the backing implementation of the proxy.

nly the admin can call this function.
: @param newlmplementation Address of the new implementation.

- ]_function upgradeTo(address newlmplementation) external ifAdmin {// knownsec 27 implementation 77
k]
_upgradeTo(newlmplementation);

S
* @dev Upgrade the backing implementation of the proxy and call a function
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* on the new implementation.

* This is useful to initialize the proxied contract.

* @param newlmplementation Address of the new implementation.

* @param data Data to send as msg.data in the low level call.

* [t should include the signature and the parameters of the function to be

* called, as described in

I/htms.'//solidity. readthedocs.io/en/develop/abi-spec. html#function-selector-and-argument-encoding.

function upgradeToAndCall(address ~newlmplementation, bytes calldata data)// knownsec
implementation HIFA L B A
exterlrjzézl
payable
ifAdmin

upgradeTo(newlmplementation),
// prettier-ignore
// solhint-disable-next-line avoid-low-level-calls
(bool success,) = address(this).call{value: msg.value}(data),
// solhint-disable-next-line reason-string
require(success);

}

/**
:/@return adm The admin slot.

Sfunction admin() internal view returns (address admy) {knovwasec K
sload(  keccak256( ”()lg.z%) elino: ‘L.pr()xy. admin”) )
bytes32 slot = ADMIN _SLOT;

assembly { P
adm := sload(slot)//knownsec PG 4 1K [F] storage FTADMIN SLOT /1] value

}

/**
* @dev Sets the address of the proxy admin.
I/ )param newAdmin Address of the new proxy admin.

function _setAdmin(address newAdmin) internal {/lkpownsec 1% F0 10T Pl 8]
bytes32 slot = ADMIN SLOT. //knownsec /M2, £ 17 ADMIN SLOT

assembly { Lo 8
sstore(slot, newAdmin)//knownsec I 2 sstore 77 fignewAdmin 11111

}

JEE

:/@dev Only fall back when the sender is not the admin.

Sfunction _willFallback() internal override {
require(
msg.sender != admin(),
"Cannot calﬁlTﬁﬂllggck unction from the proxy admin"

), //knownseg 1C I RaEN ISEEAE admin

super._willFallback();
/
// File: contracts/v1l/FiatTokenProxy.sol
pragma solidity 0.6.12;

Jxx
* @title FiatTokenProxy
:/ dev This contract proxies FiatToken calls and enables FiatToken upgrades

contract FiatTokenProxy is AdminUpgradeabilityProxy {// knownsec #7777 1148 i
constructor(address implemeniationContract)// knownsec 4 JZi/H111)

public
AdminUpgradeabilityProxy(implementationContract)

& Fr
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